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Self-verifying blisters & packaging 
Linking secure authentication 
to serialization 
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We authenticate your products directly, using 
cutting edge mass manufacturing technologies. 

 

 

.....We protect your supply chain. 
 



Falsified medicines, 
a global issue 



.... with a global 
response 



Every Package needs to have a unique 
product identifier, i.e. a random unique 
datamatrix code 

 

All codes to be stored in a central 
repository, verification of codes is done 
through access to this database 

 

The package needs to have safety 
features for authentication and give 
evidence of tampering 

 

Unique Product Identifier Stored in Central Database Safety Features for 
Authentication 

Serialization Requirements: Falsified Medicines Directives 



•  There are a lot of codes, i.e. billions 
•  Significant administration 
•  Every error is very expensive as 

packaged goods need to be destroyed 

 

•  Complex supply chains  
•  Errors on all levels likely 
•  Destruction of goods necessary, if code 

can not be verified 

 

•  Package very easily faked 
•  No secure antitampering exists 
•  Content easily exchanged and not 

authenticated 

 

 

Unique Product Identifier Stored in Central Database Safety Features for 
Authentication 

Serialization: What is the problem? 



Serialization: Unsolved key issues 
•  At high volume cost of not so secure packaging remains high and 

 scales linearly with production volume  

•  Tamper evidence quite easily faked 

•  Content not directly authenticated  

•  Multiple identical code generation by counterfeiters threatens to 
 overload database systems 

•  In the EU every package and its content that can not be 
 authenticated has to be ultimately destroyed,  
 resulting in significant financial loss  



Self-verifying blister 

Inside the tablet press, every stamp is slightly different and can 
be structured on the nano-scale. These variations and structures 
are transferred to the tablet. 

Once the tablet is packaged in the blister the variations and 
nano-structures are measured inline in real time on the blister 
machine. The information is cryptographically encoded and 
linked to other packaging elements. 

A secure link between the properties of a particular blister and 
the barcode is formed. 

PHARMACEUTICAL TABLETS 



Multi-level secure serialization of blisters 

SELF VERIFYING BLISTER 
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•    Overt level: Visible security holograms, authentication by human eye. 

•   Semi-overt level: Authentication by magnifying glass, laser pointer,   
 mobile phone camera or simple microscope. 

•   Cryptographic level: Authentication by mobile phone requiring no 
 database or database access. 

•   Covert level: High speed nanoscale measurement with dedicated  
 equipment in production and in the field. 

 



Easy 
Authentication by 

Laserpointer 



Your Advantage 

SELF-VERIFYING BLISTER 
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•  No database / database access is required. 

•  No additional production steps necessary. 

•  Easy introduction into mass-manufacturing. 

•  No new/additional materials introduced. 

 



Allows you to achieve 

SELF VERIFYING BLISTER 
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•  High security of your products:  
 Reduce  danger of illicit products to a 
 minimum, including illegal reimports 

•  Fast return on investment as costs decrease 
 with increasing production volume 

•  Achieve transparency on and safety in 
 product flow 

•  Fully comply with global requirements for 
 serialization 



CRYPTOGRAPHY: PROTECT YOUR SUPPLY CHAIN 
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From manufacturing  
to packaging 

From packaging  
to wholesaler 

From wholesaler  
to customer 

…We achieve transparency and safety in your product flow 



nano4u  

nano4u AG 
Brünigstraße 135 
6060 Sarnen, Switzerland 
Tel: +41 (0) 41 - 2 48 08 28 
 

nano4u GmbH 
Wiesentalstrasse 74 
79539 Lörrach, Germany 
Tel: +49 (0) 176 3141 4824 
 

info@nano4u.net 
www.nano4u.net 
 

Thank you ! 


